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The search for anonymous data: from 
de-identification to systems

Yves-Alexandre de Montjoye



Disclaimer: The opinions expressed in this presentation are strict mine and not the one of the 

institutions I work for.
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H6ycJQIv.csv:
call,in,sW4aFX,2014-03-02 07:13:30,210,42.366944,-71.083611
call,out,5f0jX5G,2014-03-02 07:53:30,34,42.366944,-71.083611
text,in,5f0jX5G,2014-03-02 08:22:30,,42.386722,-71.138778

AnonID, Query, QueryTime, ItemRank, ClickURL, URL
142, www.newyorklawyersite.com, 2006-03-18 08:03:09, ,
142, westchester.gov, 2006-03-20 03:55:57, 1, http://www.westchestergov.com
1326, budget truck rental, 2006-03-24 18:27:07, ,
1326, holiday mansion houseboat, 2006-03-29 17:14:01, 5, http://everyboat.com
1326, back to the future, 2006-04-01 17:59:28, ,

Urban Outfitters  7abc1a23 09/23 $97.30
Whole Food    3092fc10 09/23 $43.78
Central Bakkery   7abc1a23 09/23 $4.33
MIT RecSport  4c7af72a 09/23 $12.29
Flour Cafe    89c0829c 09/24 $3.66
Border Cafe   7abc1a23 09/24 $35.81
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Anonymity: 
breaking the link 
between a 
person and their 
data
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X

Analyst



De-identification: “40 years of litterature”
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De-identification
● Noise addition
● Generalization
● Record 

swapping
● Suppression
● etc

Pseudonymization



First: Pseudonymization
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Pseudonymization
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Yves-Alexandre de Montjoye, César A. Hidalgo, Michel Verleysen & 
Vincent D. Blondel., 2013. Unique in the Crowd: The privacy bounds 
of human mobility, Scientific Reports, 3, p.1376

de Montjoye, Y.A. et al. 2013. Unique in the Crowd: The privacy 
bounds of human mobility, Nature Srep, 3, p.1376

A person x who is in 
the dataset D

Points: place and time 
where we know x was. 

Here: area of roughly 
1km² within an hour

https://docs.google.com/file/d/12yd8_pzSIwDJB4rIn-UAAyzHJ6V36tIG/preview


Pseudonymization
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A person x who is in 
the dataset D

Points: place and time 
where we know x was. 

Here: area of roughly 
1km² within an hour

Mobile phone dataset of 1.5M people over 15 months, 4 

points (hour, location) are enough to uniquely identify 95% 

of the population

Points can be anything that allows me to know that the 

person I’m searching for what at a given place at a given time.

In a credit card dataset of 1.1M people over 3 months, 4 

points (shops, day) are enough to uniquely identify 90% of 

the population

de Montjoye, Y.A. et al. 2013. Unique in the Crowd: The privacy 
bounds of human mobility, Nature Srep, 3, p.1376
de Montjoye, Y.A., et al. 2015. Unique in the shopping mall: On the 
reidentifiability of credit card metadata. Science, 347(6221)



Second: De-identification (aka 
noise addition)
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Noise addition (or generalization)

Using real data, we estimated that the decrease of 

unicity (risk of re-identification) follows:

with h the spatial resolution of the data,  v the temporal 

resolution of the data, and p the number of points 

known to the attacker.

We obtain similar results on credit card data
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de Montjoye, Y.A. et al. 2013. Unique in the Crowd: The privacy 
bounds of human mobility, Nature Srep, 3, p.1376
de Montjoye, Y.A., et al. 2015. Unique in the shopping mall: On the 
reidentifiability of credit card metadata. Science, 347(6221)



Third: Scaling
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Scaling

“I created a population of 22 million people with credit card transactions and a 

five percent sample of 1.1 million people. [...] In fact, my population needs less 

than one percent uniqueness to get 90 percent uniqueness in my sample.”  -- 

Industry leader
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Farzanehfar, A., Houssiau, F. and de Montjoye, Y.A., 2021. The risk 
of re-identification remains high even in country-scale location 
datasets. Patterns, 2(3), p.100204.

We show through 3 different methods that unicity is likely to be high even in 

large populations.

Our estimates for unicity at 20M people range from 0.99 (model) to 0.73 

(tangent)

Unicity (=risk of re-identification) decreases slowly with population size



Fourth: Uncertainty (and 
sampling)
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In 1997, William Weld, Governor of Massachusetts released properly pseudonymized medical records of state employees for 
research, assuming this protected privacy of individuals.

A few days later, Gov. Weld’s medical records were delivered to his office.

The original re-identification

17Sweeney, L. (2002). k-anonymity: A model for protecting privacy. International Journal of Uncertainty, Fuzziness 
and Knowledge-Based Systems, 10(05), 557-570.

(public information 
in the US)

Latanya Sweeney



Uncertainty and sampling

“The Cambridge voter-roll used in the attack actually 

included only just more than half of the true population 

of Cambridge at the time of Weld's collapse. This 

introduces a "fatal flaw" into the logic used to purport 

Weld's re-identification using voter registration data.”
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“Sampling — providing access to only a fraction of the 

total existing records or data, thereby creating 

uncertainty that any particular person is even 

included in the dataset”

Barth-Jones, D. The 're-identification' of Governor William 
Weld's medical information: a critical re-examination of health 
data identification risks and privacy protections (2012).

Office of the Australian Information Commissioner in 
De-identification and the Privacy Act (2018)



Estimating the likelihood of a re-id to be correct

We model the joint distribution with gaussian Copulas. Validated on more 

than 210 data collections from census and survey data with sampling 

rates ranging from 0.001% to 1%, <AUC> = 0.87 and low FDR.
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Rocher, L., Hendrickx, J.M. and de Montjoye, Y.A., 2019. Estimating 
the success of re-identifications in incomplete datasets using 
generative models. Nature communications, 10(1), p.3069.

Always correctly re-identified
amongst n people

Match

Modeled probability to
draw the record x



20

Predicted individual uniqueness for
ZIP code + DoB + gender

Coming back to Gov. 
William Weld and the 
“fatal flaw”

Male in Cambridge (02132), born 07/31/1945:
58% chance of being unique

Model trained on a 5% PUMS Massachusetts 
census from 1990

these three attributes + five children:
99.97% chance of being unique
(for any attempt, almost always correct)

ZIP code + DoB + gender + nb of children



The observatory of Anonymity: 89 countries
cpg.doc.ic.ac.uk/observatory

With 15 attributes, one can 

re-identify a [US] person in any 

dataset with 99.98% likelihood

Using the Massachusetts census 

from 1990, we showed that an 

attacker would have had 99.97% 

chance of correctly identifying 

Weld’s medical records with ZIP 

code, DOB, gender, and number of 

children (5)
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https://cpg.doc.ic.ac.uk/individual-risk/


Fifth: Availability of auxiliary 
information
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New class of attack: profiling
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Demographic attributes such as gender, zip code or marital status are 

fairly stable over time. This makes them robust auxiliary information to 

re-identify an individual in a range of datasets.

For time-dependent, often large-scale data, auxiliary information that can 

be used to match against anonymous data might not always be widely 

available*. This has been a major argument to dismiss the risk posed by 

attacks in practice.

Drawing from the literature on facial recognition, profiling attacks are now 

proposed against time-dependent behavioral data.



Profiling attack model for location data

We propose a profiling attack to “learn” the behavior so as to 

be able to identify individual in “non-matching” data. 

Here “non-matching” can be data collected over 

non-overlapping time periods (what we use in our empirical 

setup) but also data collected at different “frequencies” (e.g. 

two credit cards)

Our entropy-based model learns time-persistent profiles of 

individuals from their location data (space and time). The 

profiles are optimized using a contrastive loss function.

Tournier, A.J. and de Montjoye, Y.A., 2022. Expanding the attack 
surface: Robust profiling attacks threaten the privacy of sparse 
behavioral data. Science Advances, 8(33), p.eabl6464.



Re-identifying location data

In a location dataset of .5M people, the model correctly identifies 

individuals 79% of the time, strongly outperforming all previous baselines. 

Rank 10 performance is 93%.

The model is well calibrated, allowing an attacker to evaluate the 

likelihood of the identification to be correct. For example, for κ > 0.95, 

4.81% are false positives.

We also validate the model on a shopping dataset where it identifies 

individuals correctly 65.2% of the time (rank 10: 74%).

Tournier, A.J. and de Montjoye, Y.A., 2022. Expanding the attack 
surface: Robust profiling attacks threaten the privacy of sparse 
behavioral data. Science Advances, 8(33), p.eabl6464.
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Importantly, we also show the model to be stable over time, the 

membership assumption to be removed and the model to be robust to 

state-of-the-art noise addition

Stability of over time: the accuracy of the model only decrease by 1% 

per week between the dataset and the auxiliary data. 

Membership assumption: using meta-classifier, we can remove the 

membership assumption without impacting the accuracy of the model. 

The AUC, e.g., only decreases from 0.91 to 0.89 for P=0.9

Robust to noise addition: we show the model to be (very!) robust to 

local noise addition using Geo-indistinguishability. Accuracy decreases 

to 78% when small amounts of noise are added (r = 100m, r95 = 237 

m) and 71% for large amounts of noises (r = 600m, r95 = 1432 m)

Tournier, A.J. and de Montjoye, Y.A., 2022. Expanding the attack 
surface: Robust profiling attacks threaten the privacy of sparse 
behavioral data. Science Advances, 8(33), p.eabl6464.



Not limited to location data: profiling using interaction data

We similarly propose a profiling attack model for interaction data.

Our model computes a time-dependent profile (embedding) of an 

individual from their k-hop interactions using a multi-layer graph 

attention network using a set of 23 features using the bandicoot library. 

The embeddings are optimized using the triplet loss.

G [t1 , t’1 )
G2

i , [t1 , t’1 )
Creţu, A.M., Monti, F., Marrone, S., Dong, X., Bronstein, M. and de 
Montjoye, Y.A., 2022. Interaction data are identifiable even across 
long periods of time. Nature Communications, 13(1), pp.1-11.



Re-identifying interaction data

In messaging data (e.g. WhatsApp), our approach correctly 

identifies individuals 52.4% of the time out of 40k people 

using 2-hops graphs (pk=1 = 14.7% and pk=3 = 56.7%). Rank 

10 and 100 results are even higher.

In bluetooth data (parties, timestamp, and RSSI),  our 

approach correctly identifies individuals 26% of the time out 

of 587 people using 1-hop graphs. 

Important note: we do not believe that our results currently 

apply to robust privacy-preserving contact tracing protocols 

such as Google and Apple’s Exposure Notification
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Creţu, A.M., Monti, F., Marrone, S., Dong, X., Bronstein, M. and de 
Montjoye, Y.A., 2022. Interaction data are identifiable even across 
long periods of time. Nature Communications, 13(1), pp.1-11.
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Anonymization (in the traditional, de-identification sense) 
doesn’t work*

* “We have currently no reason to believe that an 

efficient enough, yet general, anonymization 

method will ever exist for high-dimensional data, as 

all the evidence so far points to the contrary. The 

current deidentification model, where the data are 

anonymized and released, is obsolete and should not 

be used for policy.”

Yves-Alexandre de Montjoye / The search for anonymous data 30

“Anonymization is increasingly easily defeated by the 

very techniques that are being developed for many 

legitimate applications of big data. [...] Anonymization 

remains somewhat useful as an added safeguard, 

but it is not robust against near‐term future 

re‐identification methods. PCAST does not see it as 

being a useful basis for policy.”

de Montjoye Y.-A., Pentland A.S. Response to Comment on 
Unique in the shopping mall: On the reidentifiability of credit 
card metadata, Science 351 (6279), 1274--1274, (2016)

[US] President's Council of Advisors on Science and 
Technology, PCAST Report on Big Data and Privacy: A 
Technological Perspective



What is anonymous?

Negative definition: Anonymous = cannot be re-identified

‘The principles of data protection should therefore not apply to anonymous information, [...] data rendered 

anonymous in such a manner that the data subject is not or no longer identifiable. [...] account should be taken of all 

the means reasonably likely to be used, such as singling out, either by the controller or by another person to 

identify the natural person directly or indirectly. [...] taking into consideration the available technology at the time of 

the processing and technological developments.’

Every new attack, if successful and credible, helps defines what constitute anonymous data.
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Data has a lot of potential and anonymous use of data is 
a strong simple promise
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Wilson, R. et al. (2016). Rapid and near real-time assessments 
of population displacement using mobile phone data following 
disasters: the 2015 Nepal Earthquake. PLoS currents, 8.

Steele JE et al. (2017) Mapping poverty using 
mobile phone and satellite data. Journal of The 
Royal Society Interface 

Wesolowski, A., et al.  (2012). Quantifying the impact 
of human mobility on malaria. Science, 338(6104), 
267-270.



Differentially private statistics
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Data Analyst

+

Counts + noise



Query-based systems + synthetic data
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But… you need to (adversarially) test your solution
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“Pure” DP can be hard to apply to continous data Synthetic is not free from privacy concerns (outliers)
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Adversarial attacks



Developed by:

With support from:

■ Pilot projects in Colombia and Senegal
■ 8M people's data in partnership with local NSOs
■ All open-source software

37

OPAL: Mobile phone data for NSOs
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Diffix is a patented commercial 
system developed by the company 
Aircloak and researchers at the Max 
Planck Institute for Software 
Systems.

Diffix is a privacy- 
preserving 
database system

Diffix operates as an SQL proxy between the analyst and the 

database. It aims at providing users with a rich syntax (great utility 

for general applications) and infinite queries (proposed as an 

alternative to Differential Privacy).

It was guaranteed to deliver “GDPR-level anonymity for all use cases 

by CNIL (French Data Protection commission)".
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"How many people 
named Bob have a 
salary ≤ £100,000"
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Q1 = "How many people have a 
salary ≤ £100,000" 
Q2 = "How many people not named 
Bob have a salary ≤ £100,000"

→ Q1 - Q2
This is a difference attack but there also exist averaging attacks, reconstruction attacks, 
membership attacks and more
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A heuristic query-based system: 
Diffix



Diffix’s aggregation: Bucket suppression

Bucket suppression

To prevent answering queries that concern only few 

individuals, Diffix implements bucket suppression. It 

suppresses all queries that select too few users.

This means that queries directly targeting a specific 

user will fail.

 Example:

count(name = Bob ∧ salary < £100,000)
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An analyst submits a (counting) SQL query to Diffix:

(for simplicity, we write this as:)



The static noise depends only on the condition:

→ Prevents averaging attacks

The dynamic noise also depends on the user-set of 

the whole query (the IDs of all the rows selected) :

→ Prevents difference attacks

Diffix’s noise addition: layers of consistent noise to 
prevent known attacks

Yves-Alexandre de Montjoye / The search for anonymous data 44

For each condition Ci, Diffix adds static and dynamic 

noise. Both of these are pseudorandom values drawn 

from a normal distribution N(0,1), but seeded in a 

different way (so as to give the same noise if some 

conditions are met).



Is Bob making more than 100,000£?

Bob, a 40 years old men working in the department of Computing. Using a database of 

salaries at the university protected by Diffix, can I figure out if Bob is making more than 

100,000£/y?

Q0  = count( age = 40 ∧ dept = Computing ∧ sex = men ∧ 

high-salary = True )

Q*0 = |U0| + static[age=40] + static[dept=Computing]  + static[sex = men]

+ static[high-salary=True] + dynamic[age=40, U0] + dynamic[dept=Computing, U0] + 

dynamic[sex=men, U0] + dynamic[high-salary=True, U0] 

● with |U0| =  0 or 1 with each each noise term  ~ N(0,1)

● and will very almost certainly be bucket suppressed
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Our attack(s) on Diffix: Going for the 
noise*

* Data-dependant noise has long been thought to be a potential risk but 
never lead to a vulnerability
e.g. Nissim, K., Raskhodnikova, S., & Smith, A. (2007). Smooth sensitivity 
and sampling in private data analysis. In Proceedings of the thirty-ninth 
annual ACM symposium on Theory of computing



If Bob is making 100,000£
Bob:

age = 40

dept = computing

high-salary = T

(unique)

Sent: Q1  = count( age = 40 ∧ high-salary = True ) with Bob

Received: Q*1 = |U1| + static[age=40] + static[high-salary=True]

      + dynamic[age=40, U1] + dynamic[high-salary=True, U1] 

Sent: Q2 = count( age = 40 ∧ high-salary = True ∧ dept ≠ computing ) without Bob

⇒  U1 = U2 ∪ {Bob} (because Bob is unique)

Received:  Q*2 = |U1| - 1 + static[age=40] + static[high-salary=True] + static[dept≠computing] 

      + dynamic[age=40, U2] + dynamic[high-salary=True, U2] + dynamic[dept≠computing, U2]
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If Bob is making 100k£
Bob:

age = 40

dept = computing

high-salary = T

(unique)

Sent: Q1  = count( age = 40 ∧ high-salary = True ) with Bob

Received: Q*1 = |U2| + static[age=40] + static[high-salary=True]

      + dynamic[age=40, U1] + dynamic[high-salary=True, U1] 

Sent: Q2 = count( age = 40 ∧ high-salary = True ∧ dept ≠ computing ) without Bob

⇒  U1 = U2 ∪ {Bob}

Received:  Q*2 = |U1| - 1 + static[age=40] + static[high-salary=True] + static[dept≠computing] 

      + dynamic[age=40, U2] + dynamic[high-salary=True, U2] + dynamic[dept≠computing, U2]
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⇒ q = Q*1 - Q*2 ~ N(1, 6)



If Bob is not making 100,000£
Bob:

age = 40

dept = computing

high-salary = F

(unique)Send these queries:

Q1  = count( age = 40 ∧ high-salary = True ) without Bob

Q2 = count( age = 40 ∧ high-salary = True ∧ dept ≠ computing ) without Bob

with  U1 =  U2 (because bob is unique)

Diffix replies:

Q*1 = |U1| + static[age=40] + static[high-salary=True]

      + dynamic[age=40, U1] + dynamic[high-salary=True, U1] 

Q*2 = |U1| + static[age=40] + static[high-salary=true] + static[dept≠computing] 

      + dynamic[age=40, U2] + dynamic[high-salary=True, U2] + dynamic[dept≠computing, U2]
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If Bob is not making 100k£
Bob:

age = 40

dept = computing

high-salary = F

(unique)Send these queries:

Q1  = count( age = 40 ∧ high-salary = True ) without Bob

Q2 = count( age = 40 ∧ high-salary = True ∧ dept ≠ computing ) without Bob

⇒  U1 =  U2 

Diffix replies:

Q*1 = |U1| + 0 + static[age=40] + static[high-salary=True]

      + dynamic[age=40, U1] + dynamic[high-salary=True, U1] 

Q*2 = |U1| + static[age=40] + static[high-salary=true] + static[dept≠computing] 

      + dynamic[age=40, U2] + dynamic[high-salary=True, U2] + dynamic[dept≠computing, U2]

⇒ q = Q*1 - Q*2 ~ N(0, 2)
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Q1 - Q2  ~  N(µ=0, σ=2)

Q1 - Q2  ~  N(µ=1, σ=2k+2)if high-salary = False

if high-salary = True

Exploiting noise in practice

Using the attacker’s background knowledge (A,x(A)): Automating the attack:

● Self-validating assumptions

● Subset exploration procedure

● Relying on dummies



Experimental validation

We implemented Diffix’s algorithm for counting 

queries, and applied it to four real-world datasets.

- ADULT: US census, 30k records, 11 attributes (secret: 

salaryclass).

- CREDIT: credit card applications, 690 records, 16 

attributes (secret: acceptance).

- CENSUS : US census, 200k records, 42 attributes 

(secret: salary >= 50k)

- CDR: synthetic collection of phone metadata for a 

population of 2M people. Every user is treated as a 

record of 11.7M binary attributes (presence at a point 

in time+space) (secret: presence in a random point)
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Experimental validation: without Diffix
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● ADULT: US census, 30k records, 11 attributes (secret: salaryclass).

● CREDIT: credit card applications, 690 records, 16 attributes (secret: acceptance).

● CENSUS : US census, 200k records, 42 attributes (secret: salary >= 50k)

● CDR: synthetic collection of phone metadata for a population of 2M people. 

(secret: presence in a random point)

95% chances of a person to be 
value-unique with 10 points 

(attributes) if the attacker has 
direct access to the 

pseudonymized dataset



Experimental validation: with Diffix running our attack
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● ADULT: US census, 30k records, 11 attributes (secret: salaryclass).

● CREDIT: credit card applications, 690 records, 16 attributes (secret: acceptance).

● CENSUS : US census, 200k records, 42 attributes (secret: salary >= 50k)

● CDR: synthetic collection of phone metadata for a population of 2M people. 

(secret: presence in a random point)

Even with only access to 
aggregate noisy results sent by 
Diffix, we can infer the secret 
of a person ~90% of the time
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Automating adversarial attacks
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Search space of attacks

1. A set of queries q1, …, qm

  2.     A mathematical (arithmetic) function G to combine their answers in order to infer the sensitive attribute s:

ŝ = G(q1(D), …, qm(D)) ≊ s 

The attacks we search for consist of two components:
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QuerySnout

1. Given any set of queries, we use machine learning to learn a function G that 

infers the unknown attribute based on their answers.

2. We explore the space of queries to find the best attacks using evolutionary 

search techniques.



Automating the discovery of vulnerabilities

Using genetic algorithms, QuerySnout 

automatically discover vulnerabilities in 

query-based systems.

It takes as input a target record and the 

QBS as a black box, analyzes its behavior 

on one or more datasets, and outputs a 

multiset of queries together with a rule to 

combine answers to them in order to 

reveal the sensitive attribute of the target 

record.

Cretu, A.M, Houssiau F., Cully, A. and de Montjoye, Y.A., 2022. 
QuerySnout: Automating the Discovery of Attribute Inference 
Attacks against Query-Based Systems ACM CCS
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● Help the transition of companies and government 

agencies to modern anonymization techniques

● No solution is perfect, ensure we keep testing 

proposed and deployed solutions through attacks

● Develop guidance and legislation to give more legal 

certainty and ensure an adequate level of protection
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Making modern anonymization 
work 



Thank you!
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https://cpg.doc.ic.ac.uk/
Twitter: @yvesalexandre


